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Syllabus 

CST 159 Routers/Routing: CCNA 2 
Prerequisite: CST106 

4 Credit Hours  
Revision Date: 03/20/2020 

Department: 

Computer Support Technology 

Course Description: 

This course describes the architecture, components, and operation of routers, and explains the 
principles of routing and routing protocols. Students analyze, configure, verify, and troubleshoot 
the primary routing protocols Routing Information Protocol Version 1 (RIPv1), Routing 
Information Protocol Version 2 (RIPv2), Enhanced Interior Gateway Routing Protocol (EIGRP), 
and Open Shortest Path First (OSPF). By the end of this course, students will be able to recognize 
and correct common routing issues and problems. Students complete a basic procedural lab, 
followed by basic configuration, implementation, and troubleshooting labs in each chapter. 
Packet Tracer activities reinforce new concepts, and allow students to model and analyze 
routing processes that may be difficult to visualize or understand. This is the second class in a 
series of four offerings to prepare for the Cisco Certified Network Associate (CCNA) certification. 

Course Competencies: 

Upon completion of the course, the student should be able to:  

1. Examine and analyze router elements (Random Access Memory (RAM), Read Only Memory 
(ROM), Cisco Discovery Protocol (CDP)). 

2. Describe the difference between connection-oriented and connectionless networks. 
3. Describe the flow control and describe the three basic methods used in networking. 
4. Identify the functions of the Transmission Control Protocol/Internet Protocol (TCP/IP) 

transport layer protocols. 
5. Manage configuration files. 
6. Identify the functions performed by Internet Control Message Protocol (ICMP). 
7. Identify and use main Cisco Internetwork Operating System (IOS) software setup, 

configuration, and interface commands. 
8. Load the Cisco IOS from flash memory, a Trivial File Transfer Protocol (TFTP) server, or ROM. 
9. Backup, upgrade, and load the Cisco IOS. 
10. Prepare an initial configuration of a router and enable IP. 
11. Identify the parts in specific protocol address examples. 
12. List problems that each routing type encounters when dealing with topology changes and 

describe techniques to reduce their effect. 
13. Configure and verify IP addresses. 
14. Add the RIP and Interior Gateway Routing Protocol (IGRP) routing protocols to the router 

configuration. 

Course Content: 

A. Switching Concepts 
1. Basic Device Configuration 
2. Switching Concepts 
3. VLANs 
4. Inter-VLAN Routing 
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B. Redundant Networks 
1. STP Concepts 
2. EtherChannel 

C. Available and Reliable Networks 
1. DHCPv4 
2. SLAAC and DHCPv6 
3. FHRP Concepts 

D. L2 Security and WLANs  
1. LAN Security Concepts 
2. Switch Security Configuration 
3. WLAN Concepts 
4. WLAN Configuration 

E. Routing Concepts and Configuration 
1. Routing Concepts 
2. IP Static Routing 
3. Troubleshoot Static and Default Routes 

Learning Assessments:  

Competencies will be assessed by assignments, case problems, quizzes, chapter tests, hands-on 
projects, lab assignments, a midterm test, and a final test. The test can be in the objective 
format or in a problem solving format. 

Instructional Materials: 

Textbook: Empson, S. (2016). CCNA Routing and Switching Portable Command Guide (4th ed.). 
Indianapolis, IN: Cisco Press. ISBN-13: 978-1587205880 

Cisco Networking Academy - https://netacad.com  

Guidelines for Requesting Accommodations Based on Documented Disability or Medical Condition  

It is the intention of Highland Community College to work toward full compliance with the Americans with Disabilities Act, to 
make instructional programs accessible to all people, and to provide reasonable accommodations according to the law. 

Students should understand that it is their responsibility to self-identify their need(s) for accommodation and that they must 
provide current, comprehensive diagnosis of a specific disability or medical condition from a qualified professional in order to 
receive services. Documentation must include specific recommendations for accommodation(s). Documentation should be 
provided in a timely manner prior to or early in the semester so that the requested accommodation can be considered and, if 
warranted, arranged. 

In order to begin the process all students must complete the “Disabilities Self-Identification Form” on our Disability Services 
website.  

This form can also be accessed at the Highland Community College homepage under Students Services/Student 
Resources/Disability Service or by contacting the Disabilities Coordinator. 

A Note on Harassment, Discrimination and Sexual Misconduct 

Highland Community College seeks to assure all community members learn and work in a welcoming and inclusive 
environment. Title VII, Title IX, and College policy prohibit harassment, discrimination and sexual misconduct. Highland 
Community College encourages anyone experiencing harassment, discrimination or sexual misconduct to talk to report to the 
Vice President for Student Services, the Human Resources Director or complete an online report about what happened so that 
they can get the support they need and Highland Community College can respond appropriately. 

There are both confidential and non-confidential resources and reporting options available to you. Highland Community College 
is legally obligated to respond to reports of sexual misconduct, and therefore we cannot guarantee the confidentiality of a 
report, unless made to a confidential resource. Responses may vary from support services to formal investigations. As a faculty 
member, I am required to report incidents of sexual misconduct and thus cannot guarantee confidentiality. I must provide our 

https://netacad.com/
https://highlandcc.edu/pages/disability-services
https://highlandcc.edu/pages/disability-services
https://cm.maxient.com/reportingform.php?HighlandCCKS&layout_id=1
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Title IX coordinator with relevant details such as the names of those involved in the incident. For more information about 
policies and resources or reporting options, please review our Equity Grievance Policy. 

 

https://highlandcc.edu/caffeine/uploads/files/Approved%20Equity%20Grievance%20Policy.pdf

